NndopmalinoHHas NamMsITKA /ISl HeCOBEPILICHHOJIETHUX 110 BOIPOCamM
KknOepbezonacHoCTH
B ceTH «HTepHED

KoMnbioTepHbl€ BUPYCHI
KoMnproTepHelil BUPYC - 3TO Pa3sHOBUAHOCTb KOMITBIOTEPHBIX MpPOrpamM,

OTJIMYHTENbHOH OCOGEHHOCTHIO KOTOPO# ABNAETCS CHOCOOHOCTh K Pa3MHOMKEHHIO |
(xonupoBanuio). B nomonHenwe X ITOMY, BHUPYCEl MOrYT NOBPEOUTH WM
NOMHOCTBIO YHHYTOXHUTE BCe (aiibl U JaHHbIE, TOAKOHTPOJbHBIE MOJIB30BATEIIO,
OT UIMEHH KOTOpOro Obina 3amyileHa 3apax€HHas MporpamMMa, a TakXKe MOBPEAUTh
WM XK€ YHHYTOXHTb ONEPalMOHHYIO CUCTEMY CO BceMH ¢aitnamu B 1enoM. B
OOBIIMHCTBE CITy4aeB pacHpOCTPaHAIOTCA BUPYChI Yepe3 MHTEPHET.

MeToab! 3aL1HTBI OT BPEIOHOCHBIX NPOTPaMM:

1.  Hcnone3yii cCOBpeMEHHbIE ONlE€pallMOHHBIE CHCTEMB], HMEIOILHE
CepbE3HBINA YPOBEHD 3alUThl OT BPeIOHOCHBIX MPOrpaMMm;

2. TlocrosHHo ycraHaBnuBaii maryx (LUGpOBBIE 3aIUIATKH,
KOTOpbI€  aBTOMAaTHYECKH YCTAHABJIUBAIOTCA C LENbl0  JOpabOoTKH
NporpaMMel) M Apyrde OOHOBICHHSA CBOGH ONEPALMOHHOH CHCTEMBL.
CxauuBaii HX TONbKO ¢ oduuHaibHOro caiita paspaborunka OC. Ecnu
CYLIECTBYET PEXXHM aBTOMATH4YECKOI'0 OOHOBIIEH!S, BKIIIOYH €r0;

3. PaGoraii Ha cBOeM KOMIBIOTEpE IOJ [TPaBaMH MOJbL30BATENs, a
He aJMHMHUCTpATopa. OTO HE MO3BONUT OONBIIMHCTBY BPEIOHOCHBIX
[porpaMM MHCTAJUTMPOBAThCA Ha TBOEM IIEPCOHAIBHOM KOMIIBIOTEDE;

4. Hcnone3yi aHTHBHPYCHBIE NPOrpaMMHbIE IIPOLYKTH! H3BECTHBIX
NPOM3BOJUTENEH, C BBTOMAaTHYECKHUM OOHOBJIEHHEM 0a3;

5. Orpannup Qu3uyeckHii JOCTYN K  KOMIIBIOTEpY  JUIA
IIOCTOPOHHUX JIHLL;

6. Hcnonb3ydl BHeIIHWE HOCHTENH HHQOpMalMH, TaKHe Kak
dnemka, auck wund ¢ain u3 MHrepHera, TONBKO K3 IPOBEPEHHBIX
HUCTOYHHKOB;

7. He otkpeiBaii xommbloTepHble (aiinel, MNONyYEHHBIC U3
HEHaAEXKHBIX HCTOYHUKOB. Jlaxxe Te (paiinpl, KOTOpBlE MNpHCIal TBOH

3HAKOMBIH. Jlyylie yTOYHH y HEro, OTIpaBIIsAi JIH OH TeDe UX.




Cern WI-FI
C nomompio WI-Fi MOxHO mony4yurs GecIUIaTHBIM HHTEPHET-IOCTYN B
, OOILLIECTBEHHBIX MecTax: Kade, OTeNsaX, TOProBbIX LEHTpax u adporoprax. Tak xe f
ABJIETCA OTJIMYHOH BO3MOXHOCTBIO BbIXoJa B MHTeprner. Ho MHoOrme sxcreprst r
CUHMTAIOT, 4yTO obmenocrynneie WiFi ceT He ABIstoTCS 0€30MacHbIMH.

Cogerbl no 6ezonacHocTn paborsl B 06menoctynubix cersax Wi-fi

1. He nmepemaBali CBOIO JMYHYI0 HHpOpMaLHUIO  depes
obmenocrynHele Wi-Fi cern. PaGoras B HMX, XejnaTelbHO HE BBOJIHMTEH
HapoJIy OCTYNa, JIOTUHBI U KaKHe-TO HOMEpa;

2.  Wcrone3yii u OOHOBISAH aHTUBUPYCHBIE I[POrpaMMBl U
Opanamayap. Tem cambiM ThI 06e30macHIlb cebs OT 3aKa4KKU BUpyca Ha TBOE
YCTpOHCTBO;

3. Ilpu wucnons3oBanuu Wi-Fi orkmoun ¢yukumo «OOmmit
RocTyn K dainaM v npuHTEpam». JlaHHas (QYHKIHs 3aKphITa [0 yMOJIYaHHIO,
OJJHaKO HEKOTOpble IOJb30BaTeNId aKTHBUPYIOT e€ maisg  ypmoOctBa
UCTIONIb30BaHUsA B pabote unu yueoe;

4. He wucnomp3ydi ny6muuneti WI-FI s mepenayd JM4HBIX
JAHHBIX, HaNpUMep, AJsA BbIX0Ja B COLHAIbHBIE CETH UM B JIEKTPOHHYIO
HOUTY;

5. HUcrnonb3y# Tonpko 3amuieHHoe coenuHenue uyepes HTTPS, a
He HTTP, 1.e. npu Habope BeG-aapeca BBoAH HMEHHO «https://»;

6. B mo6unpHOM Tenedone otkmoun dyHkuuio «Ilogxmoyenune K

Wi-Fi aBromaruyecku». He nomyckaii aBTOMaTHYecKOro MOJKIIOYEHHUS

ycTporicTa Kk cetasM Wi-Fi 6e3 TBoero cornacus.

CounannHble CeTH

CounanpHas CeTh - 3T0 CaliT, KOTOPHIH MPeJOoCTaBIAeT BO3MOXHOCTD JIFOIIM
OCYLIECTBIATh OOLIeHHe Mexay coboii B uHTepHeTe. Yamie BCero B HHUX A
3 Ka)KI0ro 4YesioBeKa BBLIEIAETCS CBOS JIMYHAsK CTPAaHHYKa, Ha KOTOPOH OH YKa3bIBaeT

0 cebe pa3MyHyl0 MHGOpMAaLHIO, HAYMHAs OT UMEHH, QaMHIIMM M 3aKaH4YMBas

NMMYHBIMH PoTorpadusmMu. MHOTHeE OJb30BaTENM HE TIOHUMAIOT, YTO HH(OpMaLu,
pasMelleHHas UIMHU B COLIMAIBHBIX CETAX, MOXKET ObITh HaliieHa U HCIIOIb30BaHa KeEM

yYroaHo, B TOM 4HUCJIC HE 00s3aTeNnbHO ¢ Oj1aruMu HAaMECPCHUSAMH.

OcHoBHbIE COBEThHI O 0€30NACHOCTH B COUHAJBbHBIX CCTHX!




1. Orpanudb cnucok apysed. ¥ TeOs B Ipy3bsiX HE JOKHO OBITH
CIIy4alHbIX ¥ HE3HAKOMBIX JIIOJEH;

2. 3ammiaid CBOI YacTHylo Xu3Hb. He ykaswiBail mnapoin,
TenedoHsl, agpeca, JaTy TBOEro POXAEHHUS U APYTYIO THYHYIO HHOOPMALHIO.
3OYMBILIEHHHKH MOTYT HCIIONB30BaTh AaXke HHQOPMALHUIO O TOM, KaK Th
H TBOM POAMTENH INIaHHpYETE POBECTH KAHUKYJIBI;

3. amuwail CBOO pemyTalHIO - ACPXKH €€ B YHCTOTE M 3a]aBai
cebe BOIpPOC: XOTeN 6Bl Th, YTOOBI APYTHE IOIB30BATENH BUIEIH, YTO ThI
sarpyxaews? Ilogymai, npexae 4yeM 4to-To Onmy6GNHKOBaTh, HamucaTh U
3arpy3uTh;

4, Eciy Tl TOBOpHMIUB € JIIOABMH, KOTOPBIX HE 3Haellb, He
UCNONB3YH CBOE PeaIbHOE UM H APYTYIO JTUYHYIO HHPOPMAIINH: HMA, MECTO
XKUTENBCTBA, MECTO y4eObl ¥ Ipovee;

5. WsGeraii pasmewenus ¢ororpapuii B HMnrepHere, rae Tl
n300paXkeH Ha MECTHOCTH, II0 KOTOPOHd MOXHO OIpPENEIHTs TBOE
MECTOIONOXKEHHUE;

6. Ilpm peructpaumum B COLUMAIBHOH CeTH HEOOXOAUMO
MCIOJIb30BaTh CNOXKHBIE MAaponH, cocrTosmme u3 O6ykB M nudpp u ¢
KOJINYECTBOM 3HAaKOB He MeHee §;

7.  Jlnd coudasbHOM CeTH, MOYTHl M JPYTHX CalTOB HE0OXOZUMO
UCIIONB30BaTh pasHple Mmaponu. Toraa ecam TeGg  B3IOMAlOT, TO

3NIOYMBIIIUICHHUKH IMOJYYaT OOCTYIl TOJBKO K OMHOMY MECTY, @ HE BO BCE

cpasy.

JJIeKTPOHHbIE AeHLIH

ONEeKTPOHHbIE JEHBIM — 3TO O4YeHb YHOOHBIA crocob Iuratexel, 0JHAKO
CYILLECTBYIOT MOLICHHUKH, KOTOPBIE XOTAT MOMYYUTh 3TH AEHBIH.

ONEeKTPOHHBIE IEHbI'H MTOSBUINCH COBCEM HeJJaBHO M HMEHHO H3-3a 3TOTO BO
MHOTHX roCyAapcTBax [0 CHX TOp He MPOIUCAaHO NPO HUX B 3aKOHAX.

B Poccuu jke OHYM pYHKLIHOHUPYIOT U O HHUX YK€ IIPONHCaHO B 3aKOHE, Ille UX
pas3leNsAroT Ha HECKOJIBKO BUIOB - aHOHUMHbIE ¥ He aHOHUMHBIE. PasHuIa B TOM,
4YTO QHOHMMHBIE - 3TO Te, B KOTOPHIX paspelaeTcs NPOBOJHTH omepaunuu 6e3
MICHTHGHKALMH [10Ib30BaTENs, @ B He aHOHUMHBIX HICHTH(HUKALIMY [OJIb30BATEN]

SIBJISIETCS O03aTENBLHOMA.




Taxxe chnenyer pasauyaTe O3JeKTpOHHble (GHaTHBIE IEHBIH (paBHEI
rocyJapCTBEHHBIM BaJlOTaM) H JJIEKTPOHHblE HeduaTHble JeHbIH (HE paBHBI
rOCYAapCTBEHHBIM BaIOTaM).

OcHoBHbIe cOBeTbI N0 Ge30NacHoi paboTe ¢ JIEKTPOHHBIMH AEHLIAMH:

1. Tlpussxu x cyeTy MOOHMIbHBIH TeneoH. ITO caMbIil YIOGHBIH 1 .
OBICTPBIN CHOCO6 BOCCTaHOBUTH AOCTYIN K cuery. IIpHBsS3aHHEIA TenedoH
TIOMOJKET, €CIH 3a0yAemib CBOH IUTaTeXHbIM NapoJib WK 3aiAellb Ha CaliT ¢
HE3HAKOMOT'0 YCTPOMCTBA;

2. Hcnonesyit opHopasoBele mnapond. Ilocie mnepexoma Ha
YCHIICHHYIO aBTOpH3aUHIO Tebe yxke He OyneT yrpoxarh ONacHOCTb KpaXKH
WIM [lepexBata IUIaTeXHOTro MapoJis;

3. Beibepu cnoxubiit mapons. [lpectynHukam GygeT He IpOCTO
yrajgarb CJIOXHBIM naposib. HanexxHsle mapoiu — 3TO NapoiH, KOTOpBIE
CoJiep’KaT He MeHee 8 3HAaKOB M BKJIIOYAIOT B Ce€0s CTPOUYHBIE U MPOMHUCHBIE
OykBBbl, LHGPBl U HECKOJbKO CHMBOJIOB, TaKHe KaK 3HaK AoJU1apa, (PpyHTa,
BOCKJIMLIATeIbHBINA 3HaK U T.1. Hanpumep, StROng!;;

4, He BBOaM cBOM JHYHBIE OaHHBIE HAa CaifTax, KOTOPbIM He

JOBEpAEIb.

JJeKTPOHHAS MQYTA
DNEeKTpOHHAs M0YTa — 3TO TEXHOJIOTUA H MPEefOCTaBIIEMbIE €10 YCIYTH 110

NIEpEChUIKE U NOYYEHHIO 31eKTPOHHBIX COOOILEH I, KOTOphble paclpeleAloTcs B
KOMIIBIOTepHON ceTH. OOBIYHO JJIEKTPOHHBIA IOYTOBBIA SALIMK BBIMIAOUT
CIELYIOMUM 00pa3oM: UMs_IIob30BaTens@ums_noMeHa. Taxxke KpoMe nepefadu
MPOCTOrO TEKCTa, HMEETCS BO3MOXXHOCTD IiepeaaBaTh (aiibl.

OcHoBHbIE cOBeThI N0 Ge30nacHoii paboTe ¢ 31eKTPOHHOIH NOYTOIA:

1.  Hapo BbiOpaTh mpaBHIbHBIA NOYTOBBIA cepBuc. B MHTepHete
€CTb OrpOMHBIH BBIGOp OeCIulaTHBIX NOYTOBBIX CEPBHUCOB, OJHAKO Jydylle
JOBEPATH TEM, KOro 3HaeLlUb U KTO NIEPBBIA B pEHTHHTE;

2. He yxaspiBaii B JHYHON IouTe JHYHYI0O HHPOpPMALHIO.
Hanpumep, ny4me BbIOpaTh «My3bIKanbHBIH (aHaT@» HIH «pok2013»
BMecCTO «TeMal3n;

3. Hcnonp3yii AByXdTanHylO0 aBTOpH3aLHI0. ODTO KOIJa INOMHMO

[1apoJisi HY)KHO BBOOUTH KOJ, IpHChUIaeMsbli 1o SMS;




-

4.  Bribepn cnoxsblii mapons. J[if Kaxaoro IOYTOBOro sIUKa
JIOTIXKEH OBITH cBoit HaAEXKHBIH, YCTOHUMBEIH K B3JIOMY Napob;

5. Ecnu ecTp BO3MOXHOCTH HAmUCaTh CaMOMY CBOH JIHUHBIH
BONpPOC, UCNOJIb3yH 3TY BOZMOXHOCTE,

6. Hcnons3yil HecKONbKO IOYTOBBIX SIIHUKOB. IlepBbIii mans
YaCTHOM TMEPENUCKH C aJpecaTaMH, KOTOPHIM Thl JOBEpsA€ilb. JTO
3JIEKTPOHHBIN aJipec HE HaJl0 UCTIONb30BaTh PH PETUCTPAllU Ha PopyMax H
caiTax;

7.  He orkpsiBai ¢aiinsl ¥ Apyrue BIOXKEHUS B IHCHMaX Jaxe eCli
OHH INpHUIUIMA OT TBOUX Apy3eil. Jlydlne yTOUHH y HHMX, OTIIPaBISIU JIU OHH
tebe 3TH daiisl; _

8. Ilocnme oxoHyaHuss pabGoThl HA NOYTOBOM CepBHCE Iepexn

3aKpBITHEM BKJIAIKK C CAaTOM He 3a0yap HaaTh Ha « BBIATHY.

Kn6epOy /JUINHI HJIH BHPTYaJibHOE H3/1eBATELCTBO
Kubepbymnmuur —  mpecnenoBaHue  COOOIICHHSIMH,  COAEPXKAIIHMHM

OCKOpOJIeHHH, arpeccHio, 3aIlyTrUBaHUe; XYJIUTaHCTBO; COUHAIbHOE
60iKOTHpOBaHHE C MOMOILBIO Pa3IHYHbIX HHTEPHET-CEPBHCOB.
OcHoBHbI€ coBeThI 110 6opble ¢ kHGEepOYIITHHIOM:
1.  He 6pocaiics B 6oit. Jlyumuii coco6: mocoBeToBaThCs Kak cebs
BECTH M, €ClIM HEeT TOro, K KOMY MOXHO OOpaTHTbCs, TO BHayaje
ycnokouTbes. Ecnu Tl HauHeIb 0TBeyaTh OCKOPOICHUsIMH Ha OCKOPOIeHM,
TO TOJIBKO elle 6OoJIbIIE pa30iOKeIlb KOHGIIHKT,;
2. VYnpapnusii cBoelt kubeppemyTaluei;
3. AHOHMMHOCTP B ceTH MHHMag. CyIlecTBYIOT CHOCOOBI
BBISICHUTbH, KTO CTOUT 332 aHOHHMHBIM aKKayHTOM;
4. He crour BecTH XynuraHckudl oOpa3 BHpPTYalbHOH XH3HH.
HHTepHeT QUKCHpYeT Bce TBOU AefCTBHUS B COXpaHAeT UX. Y AaIUTh ux Oyaer
KpaiiHe 3aTpyAHUTEIBHO;
5. Benu cebs BeXIIHBO;
6. HUrnopupyii € IUHUYHBIH HEeraTus. OnHopa3oBblie
OCKOpOHTENbHble COOOLUEHHs Iy4lne HUrHOpHpoBaThb. (OOBIYHO arpeccHs

IpeKpalaeTcs Ha Ha4YalbHOH CTa/luH;




7. bam arpeccopa. B nporpaMMax oOMeHa MrHOBEHHBIMH
COOOLICHUAMH, B COLMAIBHBIX CETAX €CThb BO3MOXHOCTH OJOKHPOBKH
OTNPAaBKH COOOIIEHHI C ONpeIeIeHHBIX alpeCcoB;

8. Ecau T1Bl cBuaerenb kuOepOymmuura. TBoM paeHCTBHS:
BBICTYIIMTh IIPOTHB IMpeciefoBarens, NOKa3aTh €My, YTO €ro MeHCTBHUA
OLECHUBAIOTCA  HEraTHMBHO, MOAAEPKATh KEPTBY, KOTOpOi HyXHa
IICHXOJIOTHYECKas IOMOIb, COOOLIMTH B3POCHBIM O (paKTe arpecCHBHOIO

MMOBCACHHUSA B CCTH.

Mo6OnabHbiii TesiedoH

CospeMenHbie cMapT¢OHBI U TUIaHIIETH COAEPXKAT B cebe BIOTHE B3POCIIbIi
GyHKIMOHAN, M Tenepb OHH MOIYT KOHKYypHpPOBaTb CO CTalMOHAPHBIMH
KoMnbroTepaMu. OHAaKO, CpEACTB 3alUMUThI IIA NMOJOOHBIX YCTPOHCTB HOKA O4YeHb
Majio. TecTHpOBaHUE U NTOUCK YA3BUMOCTEH B HUX [IPOUCXOAMUT He TAK MHTEHCHBHO,
Kak Juis 1K, To xe caMoe kacaercss U MOOMIIBHBIX MPHJIOKEHHH.

CoBpeMeHHBIe MOOWIbHBIE Opay3epbl yxXe IpaKTHYeCKd JOTHaIH
HACTOJIbHbIE AHAIOTH, OMHAKO pAaCIIHpeHHe (QYHKUMOHANa Bie4eT 3a coboi
OONBUIYIO CIIOKHOCTDH M MEHBIIIYIO 3aIHIIEHHOCTB.

Janeko He Bce NPOMU3BOAMTENH BBITYCKAIOT OOHOBJIEHHS, 3aKpbIBAIOLIHE
KPUTHYECKHE YA3BUMOCTH VIS CBOMX YCTPOHCTB.

OcHoBHbBIE COBeTHI 111 6e30nacHOCTH MOOGHIIBLHOTO TeJledoHa: ‘

1. Bynp octopoxxeH, Beap koraa tebe npepsararor OecrnaTHBIN

KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKHe-TO IUIaTHBIE YCIYTH;

2.  [ymaii, npexnge 4eM ornpaButh SMS, ¢oto wiu Buzeo. Tel

TOYHO 3HACIIb, TAEC OHHU OYIyT B KOHEYHOM HTOTE?

3. Heobxomumo OOHOBIATH ONEPAUHOHHYIO CHCTEMYy TBOETO
cmapTdoHa;
4.  Hcnonwp3yit aHTHBHPYCHBIE IpOrpaMMbl s MOOMIBHBIX

TeNIe(pOHOB;

5. He 3arpyxaii npHJIOXEeHHsA OT HEM3BECTHOTO UCTOYHHUKA, BEAb

OHH MOTYT COJIepKaTh BpeJJOHOCHOE NpOrpaMMHoOe oOecrieueHue;

6. Ilocne Toro kak THl BeIJENIb C caiiTa, rZle BBOAHWI JHYHYIO

HHOpMaLHIo, 3aiiIu B HacTpoiKu Opay3epa U yaanu cookies;

7. Ilepuoguvecku IpoBeEpA KaKue IUIATHBIE  YCIYTH

AKTHUBHPOBAHBI HA TBOCM HOMEPE,




8. [aBaii cBoii HOMep MOOMJIBHOro Tejae(oOHA TONBKO JIOIAM,
KOTOPBIX THI 3Haelllb H KOMY JOBEpAEIb,
9. Bluetooth pomkeH OBITh BBIKJIOYEH, KOTJa Thl HM He

none3yembcesd. He 3a6b1Bait HHOTJa MPOBEPSATH 3TO.

OUWHHT HIH KPAXkKa JIMYHbIX JaHHbIX

InaBHas uens ¢ummHr - Buaa VIHTepHeT-MOIEHHMYECTBAa, COCTOMT B
NOJy4YeHUH KOHQHISHIHANBHEIX AaHHbIX MMOJIb30BaTelieif — JOrMHOB M Mapojei.
Ha anrnuiickom s3pike phishing uurtaerca kak ¢umuHr (ot fishing — psiOHas
JNI0BJIs, password — MapoJik).

OcHoBHbBIE coBeThI 10 Goph6e ¢ GHIMHIOM:

1.  Cnenu 3a cBOMM akKayHTOM. Ecni THI IToto3peBaeilb, 4YTO TBOS
aHKera Obula B31OMaHa, TO HEOOXOAHMMO 3a0JIOKMpOBAaTh €€ H COOOLIHTH
aIMHHHCTpAaTOpaM pecypca 00 3TOM KaK MOXHO CKOpee;

2. Hcnonw3yii 6e3omacHble BeO-caliThl, B TOM YHCJIE, HHTEPHET-
MarasMHOB U MIOMCKOBBIX CHCTEM;

3.  Hcnonb3yii cloxHBIE H pa3Hbie MapoiH. TakuM obpa3oM, eciu
Te6A B3NOMAIOT, TO 3JIOYMBIINUIEHHUKH MOMy4YaT JOCTYI TONBKO K OJHOMY
TBOEMY IPOQHUIIIO B CETH, a HE KO BCEM;

4, Ecnu Te6s B3nomainu, To He00X0AMMO MpeayIPeUuTh BCEX CBOMX
3HaKOMBIX, KOTOpbIe JoOaBlIeHb! y TeOst B APY3bAX, O TOM, YTO TeOs B3IOMaNu
¥, BO3MOXKHO, OT TBOEro MMeHHM OyAeT pacchlIaThCs CIlaM M CCBHUIKH Ha
(GHILMHIOBBIE CAHTBI; 5
5. VYcranoBu HagexHbd naposib (PIN) Ha MOOHIIBHELH Tene@oH;
6.  Otkmoun coxpaHeHUe mapois B 6paysepe;

7. He otkpeiBaii ¢aitnsl U gpyrue BIOXXEHHs B NHCbMAaX JaXe €CIIH
OHH NPHIIM OT TBOMX Apy3eH. JIyullle yTOuHM Y HHUX, OTIPABISJIH JIM OHH

Tebe 3TH Qaiinbl.




OEJIEPAJIbHAA CJIVYXBA IT0 HAJI30PY B COEPE CBS3H,
HMHOOPMAIIMOHHBIX TEXHOJIOIU1 U MACCOBBIX
KOMMYHHUKALIMA
(POCKOMHA/I30P)

YIIPABJIEHHUE I10 3AINUTE ITPAB CYBBEKTOB ITEPCOHAJIbHbIX
JAHHBIX

HHceTpyKuHs AesTeAbHOCTH paGoyeil rpynnsl MoJioaeskHOH naiarsbl
Kouncy1bTaTHBHOrO coBeTa NpH Y NOJITHOMOYEHHOM OpraHe no 3aulHTe npas
cyOBEKTOB NePCOHAILHBIX JaHHbIX «BosionTepckoe nBuxenne MosioaexkHoi
NaJjaThl N0 MOHHTOPHHTY HHTEPHET-PeCYPCOB HA NPEeAMET HAJHYHSA HA HHX

KOHTEHTAa OyJNIHHIOBOro coaepaKaHUM) MO0 BbisiBJIEHHIO HHTEPHET-pecypcoB ¢
HHpopMauHel OYITHHIOBOro coAep:KaHHs
(nanee — PaGouas rpynna MosiogexHoil najnaThbi)
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Kak  u3BecTHO, CyllecTByeT HECKOJABKO  BHIAOB  OCYLIECTBJICHHUA
NECTPYKTHUBHOI'O BIVSHUSA Ha MOJL30BaTeNns B ceTH «VIHTEpHET» ¢ LENbIO HAHECTH
eMy ncuxosoruueckuii yuep6. Hanbonee pacnpocTpaHeHHBIMH U3 HHX SBJISIOTCS
KubepOyJUMHT, KHOEPTPOJUTHHT, KHOEepay THHT, KHOEPCTAJIKHHT .

B Hacrosmed MWHCTpyKUMH OmHMcaH MEXaHU3M pEarHpoBaHHS YJICHOB
MonogexHoii nanatel KOHCYIbTaTUBHOrO COBETA NMPH YIIOJIHOMOYEHHOM OpraHe
IO 3alIMTE NpaB CyOHEKTOB EPCOHANIBHBIX JJAHHBIX B CIydae 0OHapyXEHUH HMH B
cetu «MHTEpHET» HHpOpMaLIMK, COfiepKalllel MPpU3HAakH OYyJUIHHTA.




JECTPYKTHBHOE BO3JEHCTBHE HA IHMYHOCTD B CETH
«MAHTEPHET»: BU1bI U OTJINYUS. KUBEPBYJIJIMHT :
XAPAKTEPHCTHKHN 1 OCHOBHBIE THIIBI

Knb6epOynnnnr, Kn6epTposuIMHr, KHGEepayTHHI, KHOEPCTAJIKHHT:
NOHATHA H OTIHYMA. |

I'oBopst 0 cTONb GIM3KHX MOHATHAX, Kak KUOepOYIUTHHT, KHOEPTPOJIIHHT,
KuOepayTUHT, KHOEpCTaJKHMHI OTMETHUM, YTO KJIKOYEBHIM OTIHYHEM SBJISETCH
onpelesieHHe LeNHd, KOTopas JIeKHT B OCHOBE COBEPIIEHUS  TaKHX
NICUXOJIOTU4ECKUX MaHUITYJISLIHH.

OCHOBHOM LeNbl0 KHOEPTPOJUIHHTA SABJISETCS OCYIIECTBICHHE MPOBOKALIUH
NONB30BaTENIe,  HalpPaBICHHOM  Ha  BO3HHKHOBEHHE  CIIOpa  MEXIY
0/1b30BAaTENSIMH, KOTOPBIE H3HAYAIEHO NPUAEPKUBATHUCH OIHOM MO3UIUH, UK HA
3CKaJIalMi0 KOMMYHHUKaTUBHOTO KOH()JIMKTA MEXAY MOJIb30BATENIMH.

Lenu xubepOymnunra u kubepayTHHra 3aKJIIOYalOTCS B OCYHIECTBIECHHH
TPaBJIM N1OJIH30BAaTelIs 110 Pa3HBEIM OCHOBaHHUSAM.

KubepOynnuHr nmnpelmonaraeTr OCYIIECTBICHHE TIPYNIONH  JHI, €€
MpeNCTaBUTENSIMH TPaBJIH OJHOTO IMOJIB30BaTeNs B pa3nuyHod ¢popmMe U no moboit
NpHYMHE:  TOJIOBO3pPACTHBIE  XapaKTepPUCTHKH,  HalMOHajbHasi,  pacoBad,
peTUrHo3Has MPHHAIIEKHOCTD U T.[.

Kubepaytunr npencraBnser coboii BuA kubGepOyJuTHHra M INpeAnonaraet
coboif pa3srnamieHde WHPOPMaNUKM O CEKCyanbHOW OPHEHTAMM M TeHJEpHOH
MJCHTUYHOCTH JPyroro 4enoBeka 0e3 ero Ha TO COINIACHs, YTO B UTOrE MOXKET
MPUBECTH K TpaBJie [10JIb30BaTeN C HETPAAUIIUHOHHBIMH B3I IaMH.

Kubepcrankuur npeacrapnser coboit Haubonee xecTKyio GpopMy npeccuHra
B MlHTEepHETE, KOTOpast HampaBJieHa Ha Mpeciief0BaHHe, CIIEXEHUE 3a )KEPTBOH.

KubepcrankuHr XapakTepu3yeTcsl aKTHBHBIM 3a0pachIBaHMEM )KePTBBI
uHbOopMaLHeH I1ICeBAOIIO3UTHBHOTO UIIH KOMIIPOMETHPYIOUIETO COAEPKaHHS.

Takum o00pa3oMm, IO CBOedl CyTH KHOEPCTAJKHHI IpelcTaBiseT coOoi
HauboJiee arpecCUBHBIA BapHAHT ICHXOJIOTHYECKOI0 BO3AEHCTBHUSA H, 3a4acTylo,
CTaHOBMTCS CJIEICTBUEM KUOepOy UIHHTa.

Ku6epOyaiHHr: oCHOBHbIE XapaKTePHCTHKH KHOepOy /IJIHHIa H €ro THNbI
OCHOBHBIMH XapaKTepHUCTHKaMU KHOepOyTHHTa SIBIISIOTCS:
- HEOJJHOKPATHOCTb W/MJIH TIEPHOAUYHOCT OCYILECTBIEHHS JECTPYKTHBHBIX
JEHCTBUMN B OTHOLLEHHU >KEPTBHI;
- HaJU4YMe YMBbICHAa TpPUHECTH yuepO d>epTBe, Kak IICHXOJIOrHYECKHUH,
MOpaIbHBIH, TaK U HU3UIECKHUIL;
- HaHECeHHe Bpela,;




- 3JI0ynoTpeOeHHe CBOEH CHIIOH WM BIMIHHEM, NOJIOKEHHEM B HHTEPHET-
coo0I11eCTBE.

HccnenoBarenu BHAENAIOT BOCEMb THIIOB KuOepOyJ uTHHTa:

1. @DEHMHHT TpecTaB/sieT co60ii 06MEH KOPOTKAMH 3MOLIMOHAIBHBIMH
PEILTHKaMH MEXIy AByMs U Oolee JIIOJbMH, KOTOPBIH NPOUCXOOHT Ha OTKPBITHIX
omankax B cetH «HMHrepHeT» M Gosbllle mMoxoke Ha HH(POPMALMOHHYIO BOMHY
NOJNb30BaTeIed, BO3HHKINEH 1O INpHYMHE, HE HUMEIOWEH OTHOIEHHSA K
NepBOHaYaILHOMY NpeaMety obcyxaeHus. Ha nepsblit B3raa, ¢rneiMuHr — 60phr6a
MEXIy PaBHBIMH, HO NpH ONpeNesICHHBIX YCIOBHUAX OHa MOXET IIPeBPaTHThCA B
HEPaBHOIPABHbIM NICHXOJIOrHYECKUIH TEPPOP.

2. Hanmanky, nocTosHHbIE  U3HYpHTeNIbHbiE  aTakd  (XapacCMeEHT)
MPENCTaBIIAIOT COO0M NOBTOPAIOLIMECT OCKOPOUTENBHBIE COOOIIEHY S, HanpaBJIeHHbIE
Ha XepTBY (HANpPUMep, COTHH CMC-COOGIIEHMH Ha MOGIIbHDIN TeedOH, TIOCTOAHHBIE
3BOHKH), C INEPErpy3Koii NepCOHabHbIX KaHAJIOB KOMMYHHMKauuu. Bcrpewarorcs
Taloke B 4aTaX M ¢opyMax, B OHJAHH-Urpax 93TY TEXHOJNOTHIO dYalle BCEro
HCTIONB3YIOT TIpUdepbl — Tpynna HIPOKOB, HMEIOLIMX LENbl0 He mnobeny, a
paspyIlleHHe HIPOBOTO OIBITa APYTHX YIaCTHHKOB.

3. KrneBera npencrasinser coboil pacnpocTpaHEeHHE OCKOPOHTENbHOH H
HenpaBauBoi HH@opMaimu. TekcToBble cooOLIEHHS, (POTO, MECHH, KOTOPHIE YacTo
HMEIOT CEeKCyalIbHbIH XapakTep. JXKeprBaMH MOryT OBITH HEe TOJIBKO OTAEIbHBIE JIMLIA,
HO M LieNbIH cIicoK L. HanmpuMep, CITyqaroTCst pacChUIKH TaKUX CITHCKOB, KakK: «KTO
€CTb KTO B IIKOJIE», «KTO C KEM CIIUTY, a TAKXKE CO3/Jal0TCH ClEelIHATbHbIEC «KHHUIH U1
KPHTHKH» C IIyTKaMH PO 3HAKOMBIX. .

4.  CaM03BaHCTBO, NIEpEBOIUIOMIEHHE B OMpe/IEIEHHOE JIMNO 3aKIF0YaeTcs B
NO3HIMOHUPOBAHUY IIpECIIe/IOBaTeNs B JIMLE >KEPTBBI, MCIOIB3Yys MMapojib HOCTYIa
XEPTBB K aKKAYHTY B COLUAIBHBIX CETAX, B 6IIOTe, MOYTE, CHCTEME MIHOBEHHBIX
CoOoOlIeHHH, WIM CaMOCTOATENbHO CO3J4AaeT NOANENbHBIH aKKayHT JMEPTBBHl C
QHAJIOTHYHBIM HMKHEHMOM M OCYIUECTBJIAET OT MMEHH IKEPTBbl HETATHBHYIO
KOMMyHUKanuto. OpraHu3allus «BOJIHbI OOpaTHBIX CBf3ed» IPOHMCXOOHUT, KOraa ¢
ajgpeca (aKkayHTa) )KEpTBbI, NOJJENBHOrO akkayHra Oe3 ee BeIOMa OTIPABIAIOT
OpY3bsM NPOBOKALIMOHHBIE NIUCHMA.

5. HanyBartensCcTBO, BHIMaHHBaHHE KOH(UAEHIHANTEHOH HHPOPMaLMK H ee
pacnpocTpaHeHHe NpeacTaBaser cobo# morydeHne nepcoHaibHOH HHGOPMAIHH U €€
nybimkauuss B MHTepHere WM OCYIIECTBIEHHE €€ Tepefadyd TeM JIHLAM, i
KOTOPBIX OHa He NpeAHa3Ha4anach.

6. Oruyxnenne  (ocTpaku3M,  HM3OJALMA)  OpPEACTaBIACT  CobOM
OCyIIECTBIIEHHE  IpecienoBatelieM (Tpymmoit  mpecienoBareneil) — neHCTBHH,
HAaIIPaBJIEHHBIX HA HCKJIIOYEHHE JKEPTBHI U3 TIPOLECCA COLUATLHOTO B3aUMOJIEHCTRHS,
rpynnel. OHnaifH-0Tdy)KIeHHe BO3MOXHO B JIIOOBIX THNAaX Cpell, TI€ MPUCYTCTBYET
BO3MOXHOCTb CO3aHHs MPUBATHBIX YaTOB, ObITh BKJIIOUEHHBIM B YEPHBIH CIHCOK, TO
€CTh BO3MOKHOCTb OBbITh HCK/FOYEHHBIM H3 OHJaifH-cpenpl. OpuoH M3 ¢opM




MNpOsABICHUA Kn6ep-oc1pa1<n3M ABIACTCA TAaKXKE OTCYTCTBHEC OTB€TAa Ha MIHOBCHHBIC
CoO0LUEHHA WIH SJICKTPOHHBIC ITHCbMa.

7. KubepnpecnenoBaHue — CKPBITOE BHICIEXKHBAHHE EPTBBl C LENBIO
OpraHM3alliy HanajeHus, H36UeHUs, H3HACHJIOBAHHUA H T.J.
8. XENnuCIEeNUAroM SBJIETCA ITyOJMKalis, pacnpoOCTpaHEHHE B CETH

WHTepHeT BHNEOPONMKOB C 3amMMCSMM peanbHBIX CHEH Hacwiusi Oe3 coriacus
KEPTBHI, KOTOphle pasmemaoT B ViHTepHere. HaunHasch Kak HIyTKa, XEMMUCIEHHHT
MOXET 3aKOHYHTHCS TParH4eCKH.




BBISIBJEHUE KOHTEHTA BYJUIMHITOBOI'O COJAEPKAHUS: I'IE
BCTPEYAETCS], KAK PACIIO3HATbD, UTO AEJATD WIEHY
MOJIOAEXXHOM ITAJIATHI ITPH OBHAPYKEHUH NOAOBHOM
HHOOPMAIINHA

Ku6epOyanunr: rae Berpevaercs?

ns ocylecTBienys KH6epOyIUTHHTa HCIIONMB3YIOTCS CAESAYIOIIHE TUIOMAIKH U
BO3MOXHOCTH:

- MOOWIbHas CBA3b (CMC-COOOILIEHH S );

- MOOHIIBbHEBIE MpHIOXKEHHS U MecceHmkepbl (What’s App, Viber, Instagram
Badoo u T.1.);

- 9aTel U opyMsl B ceTu «HTepHET»;

- 3JIEKTPOHHAs Mo4Ta (pacchliika COOOLIEHHM );

- conpanbHble cetH (BKonTakre, Facebook u T.4.);

- CEPBHUCHI BUJICOXOCTHHT A,

- UTPOBBIE CAHTHI ¥ BHPTyaJIbHbIE HTPOBBIE MHPBI.

CpenM mpencTaBleHHBIX IUIOIIAJOK, MO JaHHBIM HccnemoBanus 2014 rona
xommaniu Pew Research Center B 2014 roay naubonee yacto KuOepOYIIMHI
BCTpeYaeTcs Ha IUTONIagKax:

- COUHAJIBHBIX ceTeit (66% OIpolueHHBIX I0JIb30BaTENEH);

- pa3zesl KOMMeHTapueB Ha caitax (22% nonp3oBarteneil);

- oHnaiH-urpsl (16% nons3oBareneit);

- iepcoHanbHas e-mail pacceuika (16% mnones3zoBareneii);

- oHnaitH-¢opymsl (10%);

- caitTel 3HaKOMCTB (6%).

Ilpu 3TOM >KEHIMHBI M JEeBYLIKH Yallle CTAIKUBAIOTCH ¢ KHOepOyUTMHIoM B
COLHAJIBHBIX CETAX, a4 MYXXYUHBI, B OCOOEHHOCTH, MOJIOAbIE MY>XYHHBI - 4alle
YIIOMHHAIOT OHJIaHH-UIPhl B Ka4eCTBE IUIOHIAZKH, HA KOTOPOil OHHM CTAJIKHBAaJINCh
¢ KubepOyTHIOM.

Kak pacnosnatb knGepOy/JiHHT

Jlioboe yHH3HTENbHOE, OCKOpOHTENBHOE, yrpojkawoulee 06e30MacHOCTH
YeyioBeKa CcoolllleHHe, a Takxke BHJAeodparMeHTs, (OTOM300paXKeHH,
pasMmellieHHble B ceTH «MHTepHeT» 6€e3 cornacus XepTBBI, 0 CBOEH CyTH, MOXHO
OTHECTH K KHOepOy LTHHTY.

Taxxke K siBieHHIO KuOepOyNiaMHra OTHOCHTCS CO3JAaHHE IOAAEIBHBIX
npo¢uied  MONb30BaTeNs, HHTEPHET-PECYPCOB,  NEATENBHOCTh  KOTOPBIX
Hanpas/ieHa Ha OYEPHEHHE MOTEHUUANBHOMN JKEPTBHI.




Jnd noHMMaHus CyTH sBieHUs KubepOyjMHra OTMETHM, 4YTO €ro
Y4aCTHHKaMH SBIAIOTCS CIEAYIOLIME JIMIA, MEeXIY KOTOPHIMH paclpemelieHb
poJieBbl€ MO3HLINH:

- arpeccopa (00U auHKa);

- XepTBHI (MaCCUBHOH WJIH arpecCHBHOM);

- CBUAETENS,

- 3aIIIMTHHKA (HeoOA3aTeNbHBIH 21EMEHT KOMMYHHKALIHH ).

IlpuMepn! CHTYanHi, ONHCLIBAEMBIX KePTBAMH KHOepOY/VIMHIa B IEMOHCTPHPYIOIMX
HaJIn49He B c000meHnnAX (HepeHucke) HHGpopManuu 0y VIHHIOBOI0 COXEPHKAHHS

-«Mou ¢dotorpadun, KoTopsie s BEIKIaAbIBAIA B IPYNNY AAS HOXYINEHHS,
Koraa MHe Obl1o et 13, BCIUIBUIH, KOrAa MHe Obuto 15, Mens mamamnpoaann
3TUMH QoTorpapHIMU»;

- «Moii OBIBIIMI NapeHb YrpoXXall BEUIOXHTH MOU HHTUM-(oTo B UHTEpHET,
H €ro Apy3bs BUAENH 3TH GOTON;

-«Sl crankuBancsa c ockOpONEHUAMH B KOMMEHTapUAX Ha pa3Hble TEMBI B
Pa3HBIX COOOIIECTBAaX OT COBEPHICHHO HE3HAKOMEIX MHE JIFOeH H3-3a TOTo, YTO HX
TOYKA 3pEHUS HE COBIIAJIAET C MOEi»;

-«He3HakoMblit yeloBeK cTajl mUcaTh MHE B COLHANIbHOMN ceTH «BKOHTaKkTe».
IMpuceinan GoTo yOUTHIX >KHBOTHBIX M HHBAJIHAOB, TOBOPWI, YTO 3TH (oTo
KpacHuBee MEHY;

- «boneie roga Hafxo MHOH H3EBaNIUCh OTHOKJIACCHHKHM H Malb4MKH Ha 2
rofa Miajame, oHd BbIKIanpBand B CeTH YHIXaollde BHIEO, TAe IMyOaudHO
003bIBAIM M HACMEXANHUCh, MUCAH B JHYHBIE COOOIIEHHS, YTO S MPOCTUTYTKA H
T.I., XOTA 3TO HENpaBaa»;

- «/1BO€ OIHOKIaCCHHKOB JJOYePH OCTABH/IM O HEif KOMMEHTapUH, HMEIOLIHe
cekcyalbHbIi Xapaktep. OHH onyOIuKOBaIH UX Ha pecypce Nettby»;

- «Manpumk BcTpeyasncs ¢ AeBo4Koii, u Ha Facebook ero mexoropoe Bpems
TIOIUBAJIU IPA3BIOY.

ANropuTM™ AelicTBHH 4i1eHO0B MoJ104eKHOM NaJaThl NIPH BbiSIBJICHHH
KOHTEHTa OYJJIMHTOBOr0 COlepXKAHHUS

Ilpn BbLIBNIEeHMH HHGOpMaLUHM, comepkamiedi Mpu3HakH OyanuHra B
COLIMAIBHBIX CETAX, WieHy MononexxHol nanarsl He0OX0auMO:

1. M3roTOBHUTH CKpPHHILIOT HMHTEPHET-CTPAHHUIIBI, HA KOTOpPOH pa3MelleHa
MHGOpMaLMs TaKOro COAEpXKaHHs (Ha CKPHHILOTE JOJKHBI OBbITh YKazaHsl: URL-
aJpec HHTEPHETC-CTPAHHUIIB, 1aTa H BPEMs U3rOTOBJIEHHS CKPHHIIOTA);

2. ofparutbcs B aapec aAMHHHCTPALHH COI[MAIBHOM CeTH, Ha KOTOpOH
pasMelleH NoAOOHBIH KOHTEHT:

- BKoHTakTre:




Wnctpykuus: https://vk.com/support?act=faqs&c=3&i1d=8842,

®opma obpameHus: https://vk.com/support?act=new& from=h&id=8842;

- Facebook:

Huctpyxumsa: https://ru-ru.facebook.com/help/reportabuse,

®opma obpameHus:

https://ru-ru.facebook.com/help/contact/274459462613911

- Instagram

HHcTpykius:

https://ru-
ru.facebook.com/help/instagram/192435014247952?helpref=faq_content,
https://help.instagram.com/443165679053819%helpref=page_content,
https://help.instagram.com/446663175382270%helpref=faq_content,

®dopma obpareHus:

https://help.instagram.com/contact/383679321740945%helpref=faq content,

https://help.instagram.com/contact/584460464982589%helpref=faq_content

- Twitter

Hucrpykuus:

https://help.twitter.com/ru/rules-and-policies/twitter-report-violation,
®opma obpatmeHus:

https://help.twitter.com/forms/moment_reporting,
https://help.twitter.com/ru/safety-and-security/report-a-tweet,
https://help.twitter.com/ru/safety-and-security/report-abusive-behavior

3. mpoBecTHM aHaJMM3 TaKOro COOOIIEHHs Ha NPEAMET HAIMYASA B HEM
IEPCOHABHBIX JAHHBIX ¥, B CIy4ae MX HAIMYUA, HapaBUTh WHQOPMALIUOHHOE
nuceMoO B anpec PockomHan3opa (o6pasen muceMa mpuiaraetca — [Ipuioxenue

1).

INpu BeisABNEHNH HHGOpPMALUH, cofiepkalllelf MpU3HaKky Oy/UIMHIa, HA HHBIX
MHTEpHET-pecypcax, WwieHy MooexHoii nanaTbl He06X0AUMO:

1. M3rOTOBUTE CKPUHILIOT HMHTEPHET-CTPAaHHUIIbl, HA KOTOpOM pa3MelleHa
MH(OPMaLIKs TAaKOTO ColiepXKaHus (Ha CKPUHINOTE JOMKHBI ObITh ykaszanbl: URL-
aJlpec HHTEPHET-CTPAHULIBI, 1aTa U BpeMs U3TOTOBIEHUS CKPHHILOTA);

2. MpPOBECTH aHAJIM3 TAKOro COOOIIEHHUSA Ha MpeIMET HaJH4Msi B HEM
NEPCOHANBHEIX AAaHHBIX M, B ClyYae UX HaIW4us, HaNpaBUTh MHGOPMALMOHHOE
nmuceMo B aapec PockoMmHam3opa (obpasen nucbMa npusaraercs — Ilpunoxenue

2).




1punoscenue 1
Obpasey nucoma Paboueti zpynnoi Monoodedicnou
nanramel 6 adpec Pockomnadsopa

Bpuo 3amectuTens pykosoautens PockoMHam3opa
10.E. KontemupoBy

VYaxxaemslii IOpuit EBrensesuu!

PaGoueit rpynmoii MojofexHo# NajaThl B XO0JA€ MOHHTOPHHra HHQOpMAaUHOHHO-
KOMMYHHKAIHOHHO#H ceTH «HTepHeT» OBUT BifBIIEH (aKkT pasMENEHNU Ha HHTEPHET-CTPaHHUIIE
(ykazate URL-agpec HHTepHET-CTpaHMIBI) HHGOpPMaLUH, COJAepXKALleH
NpH3HAaKH MHTEPHET-TpaBid (kubepOy/UIMHra) B OTHOLIEHHM IOJB30BATENA COLMAIBHON CETH

(yxa3arp HazBaHHe€ COLIMAILHOM CETH).

Tak, Ha yka3aHHOH HWHTCpHET-CTPaHMIE MOJIB30BATENEM (yka3ath HHK
HOJIB30BATeNs, CCHUIKY Ha €ro akkayHT) pa3sMeLIeHO cOOOMIEHHE CIEXYIOLIEro COACpXKaHHL:
(npouutHpoBath coobimieHHe ¢ OyjuidHrom). B ykaszaHHOM cooOIeHHH

CoJiepXKaTcA MepCcOHaNbHBIC HaHHBIE PaXJaHHHA B o0beme (mepeyucIUTh MepeyeHb
CBejleHUH, yKa3aHHBIX B COOOIEHHH, O MIOJIb30BaTENE).
AJIMHHHCTPAaTOpOM  IpyNNObl  SABJAETCS (cceka  Ha  npodHIb

aIMHHHCTPATOpa, YKa3biBaeTcs, B Clydae, Korja cooOILEHHE pacnpoCTPaHEHO B rpynme B
COUHAJILHOM CETH).

VuuteBas n. 1 ITonoxenns o Pemepansoil cnyxbe mo Ham3opy B cdepe cBs3H,
HHGOPMANHOHHBIX TEXHOJIOTHH H MacCOBBIX KOMMYHHUKAIHiH, YTBEP)XKICHHOIO ITOCTAHOBICHHEM
[IpaButenscTBa Poccuiickoit ®enepaunu ot 16.03.2009 Ne 228, nanpaBnsem Bam ykasanHyxo
HHOOpMAUMIO B KayecTBe HHOOPMHPOBAHUA M OIS MPHHATHA, NP HAIMYMH OCHOBaHHH,
COOTBETCTBYIOLIMX MEp pearHpoBaHHs, HalpaBJIeHHbIX Ha YAaleHHE GYJUIMHIOBOrO KOHTEHTA.

[IpunoxeHue: Ha M., B 1 3K3. (NpHKJIaBIBAIOTCSA CKPHHILIOTHl HHTCPHET-CTPAHHIIBL,
noATBepXKIalonue GakT pacnpocTpaHeHus OYyJUTHHIOBOH HHpOpManMu).

C yBaxxeHHeM,

IIpencenarens Paboueit rpynnst MonogexHo# nanars




IIpunooicenue 2
Obpazey nucoma Paboueil zpynner  Monodesxcho
naramut 6 aopec Pocxomnaozopa

Bpno 3amecturens pykoBoautens PockoMHan3opa
10.E. Konremuposy

VeaxaeMmsiii IOpuit EBrenseBuy!

PaGoueit rpynmoii MomoaexHo# manatel B X04¢ MOHHMTOPHHTAa HH(OPMAIHOHHO-
KOMMYHHKAUHOHHOH ceTu «MHTepHET)» GbUT BBIABNIEH (AKT pasMEIICHUS HA HHTCPHET-CTPaHHKIE
(yxazate URL-agpec uHTepHeT-cTpaHHMIBl) HH(QOpMANHMH, COAepXaleit
NpHU3HAKH HHTEPHET-TPaBiH (KHOepOy/sIMHra) B OTHOLIEHHH IIOCETHTEN HHTEPHET-PECYpCa.

Tak, Ha yKa3aHHOH HHTepHET-CTPaHULE IOJIH30BATEIEM (yxasath HMK

HOJB30BATEIS) pa3MeLeHo coobnieHue ClIeyIomero COZIEpHKAHUS:

(mpouMtHpoBaTh CcoobuieHHe ¢ OynnuaroM). B ykasaHHOM cooGmenMH

coJiepXarTcs NEPCOHATBHBIC JaHHBIC IpaXKJaHUHA B 00BEMeE (MepeurcIUTh NepedcHb
CBEIEHHH, YKa3aHHBIX B COOOIIEHHH, O II0JIb30BAaTENE).

AIMHHHCTPAaTOPOM HHTEpPHET-pecypca SBIAETCH (uHdpopMaLMA MOXET

OBITH IIOJTYYEHA, B TOM YHCIIE, H3 O6LIEAOCTYHBIX HHTEpHET-pecypcoB Whois).

YuuteiBas n. | Ilonoxenns o depepanbHoit ciyxOe no Hamsopy B cdepe cBs3M,
MH(OPMAIKOHHBIX TEXHOJOTHH H MacCOBbIX KOMMYHHKaILMii, yTBEPKICHHOIO IIOCTAHOBJICHAEM
IIpaBurensctBa Poccuifickoii @epepanun ot 16.03.2009 Ne 228, nHampasnsem BaMm ykasaHHYy10
HHpOpManMioO B KauecTBe HH)OPMHMPOBAaHUA M JUIA NpPHHATHA, NPH HAIHYHAH OCHOBaHHM,
COOTBETCTBYIONIMX Mep pearHpOBaHuUs, HAIPaBJICHHbIX Ha y/jajieHne OyJUIMHrOBOro KOHTCHTA.

Ipunoxenue: Ha 1., B 1 9K3. (IpHKIaABIBAIOTCA CKPHHLIOTH HHTEPHET-CTPAHHLIBI,
noATBepxaaomue $HakT pacupocTpaHeHHs OyIJITMHIOBOM HHGOpMALUH).

C yBaxkeHHEM,

ITpencenarens Paboueit rpynmel MonoaexxHO#H IanaTel
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» NOBCEMECTHOE UCIONIb3OBAHUE
BUAeoHabnoaeHus
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o MPUCBOEHWE NUYHOIO UMYLLEECTBA
FPAXXOAH OBMAHHbLIM MYTEM

o Bpen ncuxuueckomy, HpaBCTBEHHOMY U
[yXOBHOMY 3[10POBLIO rPaXaaH

o HapyLlieHue npasa Ha NIMYHYIO XWU3Hb

€ POCKOMHAZ3OP
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o [lpuHyxaeHue K
BbIMOSHEHUIO BONW TPETLUX NUL,

o MoHeTusauus nonbaosarens cetu NHTepHer,
T.€. NONb30BaTENb CTAHOBUTCA TOBApOM

ManunynupoBaHue CyOHeKTOM NEePCOHaNbHbIX
[aHHbIX
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CYE'bEKTOB I'IEPCOHAJ'I belX nAHHbIX

& KOHBEHLUAA COBETA EBPOIMbI
O 3awure hrsnyeckux nuL Npy aBToMaT3MpoBaHHo 0bpaboTke nepcoHanbHbIX gaHHbIX ETS Ne 108

&, ®EAEPANBHbLIA 3AKOH POCCUACKOW ®EEPALIUU
«O NnepcoHasibHbIX AaHHbIX»

v PEBEPAJIbHbIV 3AKOH POCCUUCKOW ®EAEPALIMM
«O6 nMHdopmauum, UHHOPMALMOHHBIX TEXHOMOTUAX U O 3aLUUTe MHOPMALIMN»
(B “acTu nopsaka 6nokuposkn MHbopmauum B cetv UHTepHeT)

& NOCTAHOBNEHUWE NPABUTENLCTBA POCCUNCKOW ®ELAEPALMU
«O ®epepanbHoi cnyxbe no Haasopy B cepe CBA3N, MHOPMALIMOHHBIX TEXHOMOTMN Y
MaccoBbIX KOMMYyHUKaLA»

O POCKOMHAASOP 4




HAPYLUEHUA NOPAOKA OBPABOTKW MEPCOHANBHEECIAHHBIX:

QO Heperynupyemblit 060poT UHGOpMaLMK, coaepx*alleit nepcoHanbHble JaHHble

0 HecooTeeTctBMe 06pabOTKM MEPCOHANbHBIX AaHHbIX AEKnapupyemMbiM B NOMb30BATENbCKMX
cornatuenuax MHTepHeT-koMnaHuit uensm obpaboTku nepcoHanbHbIX AaHHbIX

Q Coop wn aHanu3 nepcoHanbHoOM  WHdOpMauuu  nonmb3oBatened, B TOM  4ucne,
NEePCOHUULIMPOBAHHOM 3aMHTEPECOBAHHOCTY NOMb30BATENs K onpeAeneHHbIM ToBapam

O Wcnonb3osaHune nepcoHanbHbIX AaHHbIX NOMb3osatens ceTi VIHTepHeT ¢ Lienbio NPOABMKEHMUS
TOBapOB, paboT, yCAyr Ha pbiHKe
1 Cosfganve hanbLUmMBbIX akKayHTOB B COUMANbHbIX CETAX

O Wcnonb3osanne NepCoHarbHblX AaHHbIX B KOMMEPHYECKUX Lienax

[ O6uenocTynHOCTb NUYHOM MHGOPMaLMK
~ ©&POCKOMHAA3OP 5




AUC «Peectp HapywuTenei npaB CyobeKkToB NepCOHaNbHbIX AaHHbIXY

LENb:

OrPAHWYEHUE AOCTYNA K UHOOPMALIMKM, OBPABATHIBAEMOM C HAPYLLEHUEM
3AKOHOOATENLCTBA POCCUMCKOWN ®EQEPALIMM B OBNTACTU MEPCOHANBHBIX AAHHbIX

€ POCKOMHAA3OP 6
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HANMYME CUCTEMBI O 3AUJMTE MPAB CYELE (TOB e RN AL

CNOCOBCTBYET

Hoctnxenunro BAJTAHCA uHTepecoB

Nwunoctu, obulecTsa u rocygapcTea

COXPAHEHUWIO

HENPUKOCHOBEHHOCTU uyAcTHOM
XU3HU

CoxpaHeHuo

NCUXONOrMyecKoro
300pOBbSA rpaxaaH
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